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| SecurityVulnerabillities

New 'Alien’ malware can
226 Android apps

Most targets are banking apps, but Alien can also show phishing pa
cryptocurrency apps-
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SecurityVulnerabillities
Financial Phishing
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Source: Kasperskyhttps://securelist.com/itthreat-evolutiong1-2020-statistics/96959/

SecurityVulnerabilities
Financial Malware
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Sources: Kasperskyttps://securelist.com/itthreat-evolutionql-2020 statistics/96959

SecurityVulnerabilities
Financial Malware
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Sources: Kasperskyttps://securelist.com/itthreat-evolutionql-2020-statistics/96959/
Clusit¢ Rapporto 2020 sulla Sicurezza ICT in Italia
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SecurityVulnerabilities

TrickBot : _
TrickBot now pushes Android app for
bypassing 2FA on banking accounts
n Malicious TrickMo app seen deployed in Germany for now, but broader use is expected.
banking
credentials

ICT

[ B
CCCCCCCCCCCCCCCCCCCCCC
NNNNNNNNNNNNNNNNNNNNNNNN FIN '



SecurityVulnerabilities

TrickBot

banking
credentials

‘:i
e
Outlook
credentials

NNNNNNNNNNNNNNNNNNNNNNNN

) o

*

),

KeePass locale SSL
—) database certificates OpenVPN
— credentials
FileZilla
credentials ’
OpenSSH
— keys e
Putty TeamVugwer
credentials credentials Bitcoin
D wallets
L
VNC
z credentials
WInSCP D
credentials . S
glt Windows RDP
Git credentials
&2, > -
59 FIN -M credentials ‘



SecurityVulnerabillities
TrickBot

Insert your code
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