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Context
Passwords

1 123456 6 12345678 11 abc123 16 654321 21 888888

2 123456789 7 12345 12 qwerty123 17 555555 22 princess

3 qwerty 8 iloveyou 13 1q2w3e4r 18 lovely 23 dragon

4 password 9 111111 14 admin 19 7777777 24 password1

5 1234567 10 123123 15 qwertyuiop 20 welcome 25 123qwe

Multi-Factor Authentication

Passwordless Authentication

Source: https://gizmodo.com/its-time-to-nervously-mock-the-50-worst-passwords-of-th-1840514905

Most Used Passwords in 2019
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Context
eID Cards

Private Key

Public Key

X509 certificate

PIN code

Contactless chip

High level of assurance, referring to the eIDAS regulation
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Contributions

Design and
implementation of the 
authentication protocol

Formal security analysis to 
detect unexpected attacks

Risk analysis to assess the 
risks connected with each
of the discovered attacks

State of the art analysis
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Goal and Involved Entities

User

The user
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User

eID card

Browser

Service Provider

Identity Provider

Firebase Cloud
Messaging Server

Firebase
Cloud

Messaging 
Service

eIDApp

The user wants to authenticate himself onto an

online service from his personal computer’s

browser through his eID card and his smartphone.



Design and Implementation
Enrollment Phase

A preliminary phase to link the browser on the personal computer and the specific mobile device.



Design and Implementation
Enrollment Phase

LMDMTT95H30D321H

A preliminary phase to link the browser on the personal computer and the specific mobile device.



Design and Implementation
Enrollment Phase

A preliminary phase to link the browser on the personal computer and the specific mobile device.



Design and Implementation
Enrollment Phase

A preliminary phase to link the browser on the personal computer and the specific mobile device.



Design and Implementation
Enrollment Phase

A preliminary phase to link the browser on the personal computer and the specific mobile device.



Design and Implementation
Enrollment Phase

A preliminary phase to link the browser on the personal computer and the specific mobile device.



Design and Implementation
Enrollment Phase

A preliminary phase to link the browser on the personal computer and the specific mobile device.



Design and Implementation
Authentication Phase



Design and Implementation
Authentication Phase

LMDMTT95H30D321H



Design and Implementation
Authentication Phase

LMDMTT95H30D321H



Design and Implementation
Authentication Phase

LMDMTT95H30D321H

Identity Provider Firebase Cloud
Messaging Server



Design and Implementation
Authentication Phase

LMDMTT95H30D321H



Design and Implementation
Authentication Phase

LMDMTT95H30D321H



Design and Implementation
Authentication Phase



Design and Implementation
Authentication Phase (Behind the Scenes)

LMDMTT95H30D321H



Design and Implementation
Authentication Phase (Behind the Scenes)

LMDMTT95H30D321H

Identity Provider



Design and Implementation
Authentication Phase (Behind the Scenes)

LMDMTT95H30D321H

Challenge
(string of characters)

Challenge-Response Protocol

Identity Provider



Design and Implementation
Authentication Phase (Behind the Scenes)

LMDMTT95H30D321H

Response
(challenge signed with the

eID card’s private key)

Challenge-Response Protocol

Identity Provider



Design and Implementation
Authentication Phase (Behind the Scenes)

LMDMTT95H30D321H

Challenge-Response Protocol

Identity Provider



Design and Implementation
Authentication Phase (Behind the Scenes)

LMDMTT95H30D321H

Challenge-Response Protocol

Identity Provider



Design and Implementation
Authentication Phase (Behind the Scenes)

LMDMTT95H30D321H

Response unencrypted with the
eID card’s public key

Challenge-Response Protocol

Identity Provider



Design and Implementation
Authentication Phase (Behind the Scenes)

LMDMTT95H30D321H

Checks on the values

Challenge-Response Protocol

Identity Provider



Design and Implementation
Authentication Phase (MSC)



Design and Implementation
Authentication Phase (MSC)



Design and Implementation
Authentication Phase (MSC)

Challenge-Response



Context and 
Motivations

Presentation
Agenda

Security Analysis

Design and 
Implementation

Conclusions

Risk Analysis



Security Analysis
Authentication Factors

PIN eID card CookieMobile device



Security Analysis
Authentication Factors

PIN eID card CookieMobile device

PIN Password

Passwordless



Security Analysis
Authentication Factors

PIN eID card CookieMobile device

PIN Password

Passwordless

to be memorized by users to be memorized by users



Security Analysis
Authentication Factors

PIN eID card CookieMobile device

second factor to locally activate a
multi-factor cryptographic device

PIN Password≠
Passwordless

to be memorized by users to be memorized by users

if compromised, the eID card is still 
needed before an attack is possible

frequently the only factor
protecting online accounts

if compromised, the online
account is violated



Security Analysis
Threat Model

Personal Computer Thief

Mobile Device Thief Card Thief Shoulder Surfer Social Engineer

Authenticator 
Duplicator

Physical

Software

Hybrid

Eavesdropping Software Man in the Browser

Man in the Mobile
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Security Analysis
Results from Combinatorial Analysis

Successful explicit
attackers

PCT+MM

AD+MM

MB+MM

MDT+CT+AD

PCT+MDT+CT+ES

PCT+MDT+CT+SS

PCT+MDT+CT+SE

MDT+CT+ES+MB

MDT+CT+SS+MB

MDT+CT+SE+MB

No single explicit attacker detected

Some explicit combinations of attackers



Security Analysis
Formal Analysis with ASLan++ and SATMC

entity IdPServer(Actor, FCMServer, EICApp, User, SPServer, Browser, EIC: agent, Ch_B2IdPS, Ch_IdPS2FCMSrv, Ch_EICApp2IdPS, Ch_IdPS2EICApp: channel) {

symbols
IdPCookie: cookie;
OpId: opid;
Request: userrequest;

body { % of IdPServer
select {

on(Browser -Ch_B2IdPS-> Actor: ?Request):{
Actor -Ch_IdPS2B-> Browser: Actor;

select {
on(Browser -Ch_B2IdPS-> Actor: User.?IdPCookie &

enrollmentDB(Actor)->contains((User,?IdPCookie))):{
OpId := fresh();
Actor -Ch_IdPS2FCMSrv-> FCMServer: OpId.Request;

select {
on(EICApp -Ch_EICApp2IdPS-> Actor: OpId):{

Actor -Ch_IdPS2EICApp-> EICApp: OpId.Actor.SPServer;

select {
on(EICApp -Ch_EICApp2IdPS-> Actor: OpId.{OpId.Actor.SPServer}_inv(pk(EIC))):{
Actor -Ch_IdPS2B-> Browser: {Actor.User.SPServer}_inv(pk(Actor));

}
}

}
}

}
}

}
}

}
}

Giada Sciarretta, Roberto Carbone, Silvio Ranise, and Luca Viganò.
Formal Analysis of Mobile Multi-Factor Authentication with Single Sign-On Login. 

ACM Trans. Priv. Secur. 23, 3, Article 13 (July 2020)
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Channel Formal modelling

Browser Identity Provider unilateral_conf_auth(Ch_B2IdPS, Ch_IdPS2B, IdPServer);

Browser Service Provider unilateral_conf_auth(Ch_B2SPS, Ch_SPS2B, SPServer);

Identity Provider FCM Server
bilateral_conf_auth(Ch_IdPS2FCMSrv, Ch_FCMSrv2IdPS, IdPServer, 
FCMServer);

FCM Service FCM Server
unilateral_conf_auth(Ch_FCMSvc2FCMSrv, Ch_FCMSrv2FCMSvc, 
FCMServer);

FCM Service eID App authentic_on(Ch_FCMSvc2EICApp, FCMService);

eID App Identity Provider unilateral_conf_auth(Ch_EICApp2IdPS, Ch_IdPS2EICApp, IdPServer);

eID App eID Card unilateral_conf_auth(Ch_EICApp2EIC, Ch_EIC2EICApp, EIC);

Giada Sciarretta, Roberto Carbone, Silvio Ranise, and Luca Viganò.
Formal Analysis of Mobile Multi-Factor Authentication with Single Sign-On Login. 

ACM Trans. Priv. Secur. 23, 3, Article 13 (July 2020)



Security Analysis
Formal Analysis with ASLan++ and SATMC

User_authn_to_SP:(_) User *->> SPServer;

Attacker Formal modelling

PCT

Remove authentic_on(Ch_U2B, User)

Add weakly_authentic(Ch_U2B)

Use the same ch_u2b in the two sessions

MDT

Remove authentic_on(Ch_U2EICApp, User)

Add weakly_authentic(Ch_U2EICApp)

Use the same ch_u2eicapp in the two sessions

CT

Remove authentic_on(Ch_U2EIC, User)

Add weakly_authentic(Ch_U2EIC)

Use the same ch_u2eic in the two sessions

AD
Add iknows(PIN)

Add iknows(IdPCookie)

ES Remove confidential_to(Ch_U2EICApp, EICApp)

SS Remove confidential_to(Ch_U2EICApp, EICApp)

SE Add iknows(PIN)

MB Add iknows(IdPCookie)

MM

Remove authentic_on(Ch_U2EICApp, User)

Remove authentic_on(Ch_U2EIC, User)

Remove confidential_to(Ch_U2EICApp, EICApp)

Remove confidential_to(Ch_FCMSvc2EICApp, EICApp)

Remove authentic_on(Ch_EICApp2U, EICApp)

Giada Sciarretta, Roberto Carbone, Silvio Ranise, and Luca Viganò.
Formal Analysis of Mobile Multi-Factor Authentication with Single Sign-On Login. 

ACM Trans. Priv. Secur. 23, 3, Article 13 (July 2020)
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Security Analysis
Results from Formal Analysis

Error, please
try again

Welcome, 



Security Analysis
Successful Attackers

Successful attackers

Explicit

PCT+MM AD+MM

MB+MM MDT+CT+AD

PCT+MDT+CT+ES PCT+MDT+CT+SS

PCT+MDT+CT+SE MDT+CT+ES+MB

MDT+CT+SS+MB MDT+CT+SE+MB

Implicit

AD MB

Explicit attackers: manage to break the 

protocol by compromising all the authentication 
factors.

Implicit attackers: manage to break the 

protocol without compromising all the 
authentication factors, by deceiving the users.
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Risk Analysis
OWASP Risk Rating Methodology

Likelihood Impact

Technical
difficulty

Opportunity
Attack 
vector

User 
interaction 

needed

Attack 
detection

Spread of 
attack

Loss of 
security 

properties

Privacy 
violation

Likelihood

Low Medium High

Impact

Low Note Low Medium

Medium Low Medium High

High Medium High Critical

Risk = Likelihood × Impact

Probability of the attack

Consequences on 
the organization
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Conclusions
Contributions

The Good: the novel passwordless protocol we designed
to enhance the usability and keep a high level of security.

The Bad: the new category of implicit attacks
discovered by the formal analysis.

The (Not So) Ugly: the results of the risk 
analysis, highlighting the acceptable level of 
security.



Conclusions
Future work

How things change when moving from authentication to authorization?
(e.g., online payments, compliance with PSD2)

Develop a tool to make the risk analysis of multi-factor authentication 
protocols automatic (e.g., MuFASA [1])

Analyze the security of other authentication solutions based on eID cards
(e.g., German eID scheme, QR codes)

[1] Federico Sinigaglia, Roberto Carbone, Gabriele Costa, Silvio Ranise
MuFASA: A Tool for High-level Specification and Analysis of Multi-factor 

Authentication Protocols, ETAA 2019
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Thanks for your attention!

https://stfbk.github.io http://bit.ly/codaspy2020
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